Self-Hosting: Co to je a jak zacit?
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Prezentace jiz na webu

https://ondrejpacovsky.cz/talks/1d26.pdf
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whoami

» Linuxak

> UHK

FOSS, Self-Hosting, Smart Home etc.
» 3D tisk, hudba

v
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Co to tedy je?
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Services I run myself
on hardware that I own
in a way I can control and move

- Techno Tim
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Vyhody

» Soukromi & bezpeCnost dat
» Nezavislost na cloudu
» USetrené penize?

» ZkusSenosti
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Nevyhody?
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Nevyuzité zarizeni
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VPS (Virtual Private Server)

HETZNER censole

@ Dashboard

E Servers
@ Volumes
£ Floating IPs

&b Firewalls

% Load Balancers
T Networks

@ DNs

© Object Storage

& Storage Boxes

o~ Security
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Default v

CX23 *® debian-4gb-40gb

10.0.0.2

Graphs Backups Snapshots LoadBalancers Networking Firewalls

2 4GB 40 GB

VCPU RAM DISK LOCAL

ACTIVITIES

Server console requested

Firewall applied

Firewall is being applied

Firewall applied

Firewall is being applied

Self-Hosting:

0.42 0/20 TB

USAGE TRAFFIC OUT

Volumes Power Rescue ISOImages Rescale Rebuild Delete

362,

PRICE

OPTIONS

Enable

BACKUPS VENT CROUP PUBLIC NET\

LOCATION

fsn1-dc14

= Germany
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NAS
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Postaveneé
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https://forums.serverbuilds.net/t/guide-nas-killer-4-0-fast-quiet-
power-efficient-and-flexible-starting-at-125/667
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Linux

» Debian, Ubuntu Server, Nix0S, RPI 0S, Alpine, etc.

DID;SOMEONE SAY
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“Plug&Play” 0S

» Zima0S / Casa0S, umbrel0S, Cosmos Server, etc.

https://www.zimaspace.com/zimaos
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OpenMediaVault

» Nebo TrueNAS

B openmediavault

Dashboard A | Dashboard

[ System
CPU Memory
&5 Network

o €PU usage - by hour \
@ Storage L
“ = ?ZS\ GiB
<} Services n ota
T T mee  Bm W i SIZ80MIB | 315/GiB
- Wstesl Wsystes Dweit-lo Mnice Muser M soft-1n0 M IR0 16% 84%
Users O 1dle Used Free

Last update: St Jan 33 18:30:0 2024

Diagnostics
Network Interfaces

Network Interfaces

CPU Utilization

7 15%
Device:  Address: Gateway: MTUS Link
Load Average enp2s0  IPva: 1Pva: 1500 v
1921681 192168.1;
VS IPV6: -
lo IPvd: - 1Pv4: - 65536 v
IPvG: - IPV6: -
066 | 0.70 | 0.39
1min 5min 15 min
S.M.ART.
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openmediavault.local

Services

System Information

Hostname
openmediavauit.local
Processor

Intel(R) Core(TM)2 Duo
CPU E7400 @ 2.80GH2

Version

6.9.11-4 (Shaitan)
Kernel

Linux 6.1.0-0.deb11.13-
amd6a

System time Uptime

Sat 13 Jan 2024 06:44:32 21 days

M

‘, Updates available

= No
Uptime
21 days

File Systems

Device » Available = Used 2

[dev/sdal 1.40 TiB
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Proxmox VE

X PRO>XMO X virtual Environment 9.1.2 S R el & Create VM & Create CT

Server View B Virtual Machine 100 (if26) on node ‘pve’ lo Ta »> O shutdown |~ | > Console |~ | More v | [ZJEET

&8 Datacenter 8 sunmary
pve
&b 102 (cloudflared) @ >_ Console
L 100 gi2e) &2 Hardware
£ 101 (debian2)
L 103 (ha)
L} 200 (debian) Optians
) ) Task History
[ 202 (ans-centos1)
L) 203 (ans-centos2)
Ll 204 (ans-debian) Backup
localnetwork (pve) Replication

& Cloud-Init

Monitor

=
=[] local (pve) Snapshots

- 8
= I local-lvm {pve)
w U Firewall

o Permissions

Tasks  Cluster log

Start Time .| End Time User name Description Status
Mar 26 19:32:33 Mar 26 19:32:36 root@pam VM 200 - Start oK
Mar 26 19:32:32 Mar 26 19:32:38 root@pam Bulk start VMs and Containers oK
Mar 26 19:32:32 Mar 26 19:32:36 root@pam CT 102 - Start oK
Mar 26 00:13:17 Mar 26 00:13:22 root@pam VM 100 - Shutdown oK
Mar 26 00:13:186 Mar 26 00:13:35 root@pam Bulk shutdown VMs and Gontainers oK
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Proxmox VE Helper-Scripts

@ Proxmox VE Scripts M

Back s

Al scripts

b Popular 4 Newest @ Updated © Leastinstalled ~z Name

QWM 22 $» Addon 32 8 PVEtool 27 @ ARM 507 A Testing 37

Host Management 1
= il

PVE-UPS Proxmox Datacenter Manager Post Ins... PegaProx Storage-Share-Helper

N\
P A S
PVE Startup Dependency Check

This

https://community-scripts.org/
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Docker

docker
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myapp/frontend:latest
! my_app

'8080:80"

./config:/app/config

- ./data:/app/data

THEME=dazrk

- API_URL=http://database:5000

unless-stopped

myapp/backend-db:1.2
i : my_app_db

- DB_PASSWORD=supersecret

jak za

./db:/app/db

t

O«
(=N
)
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Portainer

» Dockge, Dockhand, Komodo, Yacht, Arcane, Dozzle, etc.

© Upgrade to Business Edition Containers

POHTAII\IEH -o « Container list © i @

M COMMUNITY EDITION

pve-debian x Quick Actions  Stack Image Created IP Address Published Ports Ownership

Dashboar audiobookshelf -04-15 13 172.250.7 administrators

R 8

Templates n N
bentopdf 2026-05-18 12:35:24 72.: administrators

©

Stacks

(<]

Containers S 2026-05-16 23:41:49 172.25.08 administrators

Images

-05-16 23:41:49 administrators
Networks

&
E]

Volumes 2026-07-14 20:23:38 7 . administrators

Events
obsidian-sync 2026-09-09 13:44:41 172.24.02 administrators
@ Host .

Administration 2026-05-16 13:50:02 172.21.0.5 administrators

User-related

; homepage 7 72.2508 administrators
Environment-related v Pag
fegel immich 2026-09-20 11:39:04 7 X administrators
Logs
Notifications [ ] immich 2026-09-20 11:39:04 administrators

Settings
Items per page
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Immich

&2 immich

Photos
Explore
Map

Sharing

LIBRARY

Favorites
Albums
Utilities
Archive

Trash

Storage space

82.4TiB of 115.1 TiB used

B —

&2 Buy Immich l6)

Server Online vii21

https://immich.app/
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Movies

Dune

7

7
TNCT B AN

Interstellar
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r/:l

- ‘{;.‘

f”f
ex macHina

Ex Machina Green Book The Imitation Game

PIRATES
af SILICON
VALLEY

The Matrix

1-16 of 16
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Inceptian

e Internshi

The Internship

The Terminator
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Jellyfin

Feishin (Linux, mac0S, Windows, web)

© (8/16) Nostaigie — V

My Library

& Home

) Favorites

© Abums

J Tracks

2 Album Artists

R Artists -, .
1 Genres

GENRES
Folders

Electronic  Hip Hop
Radio Stations

Playlists

n Viktor Sheen

33 Y"omandi’ai
g SR—
Ay 7ee oo

i

ALBUM

Pribéhy A Sny

5 Nov 18, 2021 « 16 tracks » 42m 43s
Viktor Sheen

EXTERNAL LINKS

Pop © 0 @

featuring Hugo Toxxx

Co Lidi Udélaj

Prolove

hark featuring Robin

Stiny

Nostalgie

featuring H...

. Ll =

S~ b

Nostalgie

Prib

Ja slysim noty, slySim svy
hodiny hrat

AUTODY
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Symfonium (Android)
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AdGuard / Pi-hole

@ DGUARD [5ii
Hor

Dashboard |EESEpGEcionIg

1,785

DNS Queries

General statistics

DNS Queries

Blocked malware/phishing
Blocked adult websites
Enforced safe search
Average processing time

Top queried domains

Domain Requests count

sync-v2.brave.com 9.41
api.steampowered.com

steamcommunity.com

Top clients

Client

192.168.1.2

Top blocked domains

Domain

applytics.nordvpn.com
ogads-pa.clients6.google.com &>

f7e93e.rufio.his live-video.net

Requests count

Requests count

Status

Active
18/min

Load:0.02/0.12/0.15
Memory usage: 30.8 %

Dashboard

Groups

Clients

Domains

Blocking

Settings

Tools

‘e
Total Queries

26,581

6 active clients @

Total queries

100
e 1]

19:00 20:00 21:00 22:00 23:00

Client activity

0 22:00 23:00

Query Types
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Queries Blocked

564

List blocked queries @

landialnalailn
00:00 01:00

00:00 01:0 00 05:00 06:

Percentage Blocked

2.1%

List all queries @

hostname: brainpi

Domains on Lists

1,831,481

Manage lists @

]

00 08:00 09:00 10:00 11:00

0:00 11:00

Upstream servers

13:00 14:00 15:00 16:00 17:00 1

300 14:00 15:00 16:00 17:00 18:00

blocklist




Vaultwarden

aultwarden All vaults

Password Manager

s FILTERS

Send

Q Searct auth.vpsfree.cz
Tools s e
= Reports v All vaults

& My vault Cloudfiare

Eettngs + New organization e@ondrejpacovsky

All items github.com
Favorites Ondrag071
Login

Card immich
Identity ondrago7
Secure note
S9H koy jellyfin

No folder

ihole
Archive p,

Trash

bruceforce/vaultwarden-backup
By Updated 2

Simple cron powered backup image for vaultwarden

SECURITY ~ DATABASES & STORAGE

7928 1M+
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Miniflux

Unread (26)

~ Mark this page asread  w Mark all as

béhu |Tech

dava prvni opravy - INDIAN | Hry

ny no name z AliExpressu | Tech

are bude vydavat pos
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Linkdy (Android)

@ LINKDING Add bookmark

Bookmarks W © Bundles
Bookmarks

CUDY AC1200 Wi-Fi VPN Travel Router
Tags -
a CUDY AC1200 Wi-Fi VPN Travel Router
cestovni, vpn

#router Toda

¢ Genki - Audio Lite

Please note for clearance items all sales are final. Brings
wireless Bluetooth™ audio to your PS5™ and other
consoles. Genki Audio is a slim adapter equipped wi

Miniware pajecka TS101 (I) Seda
https://allegro.cz/produkt/pajeci-pero-miniware-65-w-
a1327¢57-4f1f-4583-8975-60fb4a2896c7?0fferl
41654&dd_referrer=http: g %

2512gb ... ¢ Genki - Covert Dock Mini

Red Dot Design Award 2023 Winner The most pocketable
dock and charger for the NS, Valve Steam Deck, and USB
DisplayPort devices. We're setting the dock free so that a

#switch Yesterday,

a Xiaomi 165W Power Bank 10000mAh (Integrat...

https://www.alza.cz/xiaomi-165w-power-bank-10000mah-
integrated-cable-gl-d12895171.htm

#wishlist

Linux
Days Self-Hosting: Co to je a jak za

¢
=
+
-~



Wallos

Linux
Days

\Nt}los

© New Subscription

root.cz
m Litacka
Hosting Wedos - homelabik.cz
vpsfree
T-Mobile
Spotify Family

Hosting Wedos - ondrejpacovsky.cz

Self-Hosting: Co

> Monthly

Oct 17

<> Monthly

» Monthly Oct 21

= Yearly Sep 2028

o ondrej ¥

Ké 40.00

K& 193.00

K& 100.00

K& 193.00

to je a jak zacdit?
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Stirlingpdf

Stirling

PDF Processor
Self-Hosting: Co to je a jak za&it?

nup scans
Redact
PDF Multi Tool

Serv1ces I run myself
that I own

2B Eo

control and move

- Techno Tim

C®ROEErE 0 3

Self-Hosting: Co to je a jak zalit?
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J, Download mbps 1 Upload mbps Last testbefore
936.33 260.7 2 minutes

At 23:30

v 936.33 T 260.7

At 23:00

v 907.31 ™ 28117

At 22:30

1 930.68 T287.41

At22:00

1 928.68 1 264.95
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B ondrej's organizati... B ent & Admin

Home
ik
Documents ocuments in tota 982.54 KB 1ot
Upload documents
Tags

Custom Properties

Tagging rules Latest imported documents

Share links ile name Actions

Members invoice_#EU166853

invoice_257714885

DK_INVOICE_ 109313432
DK_INVOICE 109186175

rpishop_VF2024-00854

rpishop_VF2024-02870

Rows per page 100 Page 1of 1

Deleted documents

Settings
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OpenCloud

-~
X OpenCloud Enter search term Allfles ~  Q

+ New Personal
Personal
O az~

Favorites

Shares C )

Spaces .

Deleted files

3D Tisk s Assets ? s Games ? Media

7 items with 4.7 GB in total (0 files, 7 folders including 1 hidden)




UptimeKuma

QUptimeKuma s Pag ®-
Quick Stats

Up Maintenance Unknown

Status v Active v '] 1

Name Status DateTime Message

gitea munnnnnm

running

@ immich mn

gitea running

@I rinole T
mmich
nonnn
nannnnn
T
T
@ZZW brainpi N
@D HAvi N

€ e T
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Beszel @ search oo + Add System

All Systems

Click on a n to view more information
S System 1L & CPU 1 & Memory Tl & Disk 1L @ GPU 1 X Load Avg T @ Net 1 & Temp @ Bat () Services & Uptime % Agent
» brainpi 1.46% 2497 @ 19.9% ¢ 0.00% * 0.02 0.07 0.08 89.49 KB/s 67.67 °C 181 days @ 0.18.4
» hapi [ [ # 0.30 0.27 0.22 8.26 KB/s » 46 (failed: 0) 8 days
* pve - ubuntu 7.98% | [ ¢ 0.20 0.38 0.37 3.51 KB/s 20 days

vpsfree & g ® 0.08 0.16 0.18 18.30 KB/s 40 days
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Beszel

Beszel h et @ B8 B & & 8 + Add System

pve - ubuntu
Up | @ localhost | OJ pve-ubuntu | (3 20days | A 6.8.0-139-generic | {& AMD PRO A10-8770E R7, 10 COMPUTE CORES 4C+6G | & 7.73 GB

® 1hour

CPU Usage Docker CPU Usage

Disk Usage Disk I/O
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Homepage

Traefik
Prc

f 36
ROUTERS SERVICES

@ Linkding

cthing

Pi-Hole

MIDDLEWARE QUERIES BLOCKED

InfCloud
v Ca

Jellyfin *h Immich
ic Ph

Stirling PDF , Audiobookshelf /Y\ OpenCloud
POF s ~r

Misc

g Dokuwiki Wallos

Linux
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je a jak zacit?

GRAVITY
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Kde najit dalsi appky?
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selfh.st

Linux
Days

Links

Sponsors

Icons

Search

Sort
Default

Categories
Software

@ Companions

Filters

@ Partners

Requests

Selfh St Content Apps Icons Submit Content <

Self-Hosted Apps and Alternatives

Explore alternatives to popular software and services

IV Docmost v tirreno
= Collaborative documentatio! Ware Security framework

Run Instantly with PikaPods

) *22

4y supabase

etching diagrams

i Ul component

¢
=
+
-~

Self-Hosting: Co to je a jak za

Q Subscribe

nen

Workflow automation tool

Run instantly with PikaPods
) 204k 15 @

%2 Immich

Self-hosted pl

Run instantly with PikaPods
0 *Tak » 2 ®r

@ Uptime-Kuma

e self-h d uptime my
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linuxserver.1o0

) linuxserver.io

Linux
Days

Linuxserver Images
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awesome-selfhosted

8 awesome-selfhosted Watch 3316

Add file ~ <> Code ~

Alist of Free Software network
. awesome-selthosted-bot [bot] build ma frol ome-selfhosted cf 0-3daysa i its services and web applications which
can be hosted on your own servers
ub
] )
B _static
(3 LICENSE
[ README.md

(3 non-free.md

[0 README &5 License

Awesome-Selfhosted

m awesome () dead links | failing | () unmaintained projects  |passing’| [ goal progress

Self-hosting is the practice of hosting and managing applications on your own server(s) instead of consuming from Releases 1
providers. 1

This is a list of Software and which can be hosted on your own server(s). Non-

Free software is listed on the page.

Packages
(recommended), (legacy).

Contributors 1,223

github.com/awesome-selfhosted/awesome-selfhosted
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Tailscale

Mesh .:. tailscale

>
» Plug&play
» Prosté to funguje o oo
/
» (Headscale) @M \
7@
Linux
Days
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Cloudflare Tunnel

28

» Doména, NS u CF
» Cloudflared, WARP
» http/s, tcp, ssh, rdp, smb..

CLOUDFLARE

» /ero Trust

Ne —
[ ] —-—
( @‘ > O cloudflared >
VA =
Cloudflare Edge Origin Server

https://blog.cloudflare.com/highly-available-and-highly-scalable-
cloudflare-tunnels/
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Dalsi moznosti?

» Port forwarding (fuj)
» WireGuard

0]

yen

Self-Hosting: Co to je a jak zacit?

» /erolier
» NetBird
» Pangolin

» Twingate

» Pinggy
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Last tips
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Vic kontejnerdu

F

Vic adidas

Self-Hosting: Co to je a jak zacit?

51



Linux
Days

BACKUP
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Odkazy

» reddit.com/r/selfhosted
» reddit.com/r/homelab

» YouTube: Techno Tim, NetworkChuck, Hardware Haven,
Christian Lempa, ServeTheHome, Jeff Geerling,
NetBird, Wolfgang's Channel, Raid Owl, Jim's Garage

» noted. lol

» openalternative.co
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HomelLabik.cz
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